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Database Backup and Restore Procedure
1. Overview & Policy

To guarantee clinical records integrity and high availability, Local Food AI enforces a strict
backup schedule.

•  Scope: Includes MySQL schemas (>GG<¤<:), user profiles (9HH¤9ML@), and
configuration states.

•  Retention Plan: Automated daily backups with a strict 7-day rolling window purge.
•  Storage Location: Stored securely inside the persistent Ç:9;CMHK directory on the host

server.

2. Automated Daily Backups

The automated backup mechanism runs via a host cron job pointing to :9;CMH¤<:}K@.

•  The script dynamically detects the active MySQL container name (>GG<¥EQKID¥T or
>GG<¤HJGB=;L¥EQKID¥T).

•  It executes EQKID<MEH directly inside the container without exposing root passwords
to shell logs.

•  Outputs are compressed via ?RAH and timestamped:
>GG<¤<:¤7777++""¤&&++}KID}?R.

Cron Configuration Example:

To run the backup daily at 02:00 AM, add the following to Ç=L;Ç;JGFL9::

S U Ô Ô Ô JGGL Ç:AFÇ:9K@ Ç;Ç3K=JKÇD9F>JTWWÇ"G;ME=FLKÇ"-.0-TÇ FLA?J9NALQÇ$GG<Ç:9;CMH¤<:}K@ ÃÃ ÇN9JÇDG?Ç:9;CMH¤<:}DG? UÃÖT

3. Manual Backup Execution

If a system migration or major upgrade is scheduled, perform a manual dump using the
following command:

Õ T} ,9NA?9L= LG L@= HJGB=;L <AJ=;LGJQ
;< Ç;Ç3K=JKÇD9F>JTWWÇ"G;ME=FLKÇ"-.0-TÇ FLA?J9NALQÇ$GG<

Õ U} 0MF L@= :9;CMH OJ9HH=J
:9K@ :9;CMH¤<:}K@

Verify the output exists inside the backups folder:

DK ¥D@ :9;CMHKÇ



4. Step-by-Step Restore Procedure

In the event of database corruption or hardware failure, follow these exact steps to restore the
database.

Step 4.1: Identify the Target Backup File

List available files and pick the desired timestamp:

DK ¥D9 :9;CMHKÇ
Õ #P9EHD= 29J?=L~ :9;CMHKÇ>GG<¤<:¤USUYSXUT¤TTSS}KID}?R

Step 4.2: Verify MySQL Container Health

Ensure the MySQL service container is running and healthy:

<G;C=J HK ¥¥>ADL=J F9E=¿EQKID

Step 4.3: Execute Restore Stream

Decompress the backup on-the-fly and pipe it directly into the running MySQL container:

Õ <BMKL L@= ;GFL9AF=J F9E= ²¨>GG<¥EQKID¥T¨ GJ ¨>GG<¤HJGB=;L¥EQKID¥T¨³ :9K=< GF 9;LAN= <=HDGQE=FL
?MFRAH Â :9;CMHKÇ>GG<¤<:¤USUYSXUT¤TTSS}KID}?R Ì <G;C=J =P=; ¥A >GG<¥EQKID¥T EQKID ¥M JGGL ¥HJGGL¤H9KK >GG<¤<:

Step 4.4: Verify Restored Tables

Log in to the database and query the core table to confirm the tables are intact and populated:

<G;C=J =P=; ¥AL >GG<¥EQKID¥T EQKID ¥M >GG<¤J=9<=J ¥HJ=9<=J¤H9KK >GG<¤<: ¥= ©1#*#!2 !-3,2²Ô³ $0-+ HJG<M;LK¤;GJ= ©

Expected result: A count of OpenFoodFacts entries (typically > 10,000 records).

5. Verification & Health Check Loops

Operators must verify the backup archive integrity weekly:

1. Copy the }?R backup to a local testing workspace.
2. Run ?RAH ¥L :9;CMHKÇ>AD=F9E=}KID}?R to ensure the archive is not corrupted.
3. Test restoring to a local fallback container instance to verify data accessibility.
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