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Local Food AI - Detailed Operator Installation
Guide
This document is a step-by-step installation, mapping, configuration, and verification manual
for deploying the Local Food AI system in an enterprise environment. It covers hybrid
hypervisor infrastructure (WSL2, Hyper-V, and VirtualBox), cross-node networking, SNMPv3
monitoring, alert channels, and acceptance testing.

1. Pre-Deployment Operator Survey (Pre-requisites
Gathering)

Before running installation scripts, the operator must collect the following physical/virtual
infrastructure parameters and store them in the deployment matrix:

REQUIRED PARAMETER OPERATOR INPUT / DESCRIPTION
Deployment Workstation IP e.g., 192.168.1.50
Hyper-V Host VM IP e.g., 192.168.130.170
VirtualBox Host VM IP e.g., 192.168.130.161
SSH Key Location (Private) e.g., ÛÇ}KK@ÇA<¤JK9
SMTP Relay Password e.g., ÔÔÔÔÔÔÔÔ (For Zabbix/App password reset email)
Teams/Discord Webhook URL e.g., @LLHK~ÇÇ<AK;GJ<};GEÇ9HAÇO=:@GGCKÇ}}}

2. Platform Mapping: Which Container Goes Where?

To maximize CPU/GPU efficiency and secure database read/writes, services are distributed
across three distinct environments:

COMPONENT CONTAINER DEPLOYMENT
ENVIRONMENT

WHY

streamlit-app (app.py) Local WSL2 (Windows) Low-latency rendering and direct
client access

mysql (Database Node) Hyper-V VM (Server A) Persistent enterprise-grade disk
storage

ollama (NLP Qwen2.5:7b
Engine)

VirtualBox VM (Server B) Dedicated CPU/GPU virtualization
allocation

zabbix-server & web
(Monitoring)

Hyper-V VM (Server A) Centralized SNMPv3 alert
processing and logs



searxng (Meta-Search
Gateway)

Local WSL2 (Windows) Dynamic browser-level loopbacks

3. Platform Provisioning Commands

3.1: WSL2 Provisioning (Local Client Workstation)

Enable WSL2 and install Ubuntu 24.04:

Õ 0MF AF <EAFAKLJ9LGJ .GO=J1@=DD
<AKE}=P= ÇGFDAF= Ç=F9:D=¥>=9LMJ= Ç>=9LMJ=F9E=~+A;JGKG>L¥5AF<GOK¥1M:KQKL=E¥*AFMP Ç9DD ÇFGJ=KL9JL
<AKE}=P= ÇGFDAF= Ç=F9:D=¥>=9LMJ= Ç>=9LMJ=F9E=~4AJLM9D+9;@AF=.D9L>GJE Ç9DD ÇFGJ=KL9JL
OKD ¥¥AFKL9DD ¥< 3:MFLM¥UW}SW

3.2: Hyper-V VM Provisioning (Server A - Database & Zabbix)

Deploy a dedicated Ubuntu VM on Hyper-V using PowerShell:

Õ 0MF AF <EAFAKLJ9LGJ .GO=J1@=DD GF 1=JN=J
,=O¥4+ ¥,9E= ©$GG< '¥"9L9:9K=¥,G<=© ¥+=EGJQ1L9JLMH QL=K [% ¥%=F=J9LAGF U ¥,=O4&".9L@ ©!~È4+KÈ$GG< '¤" }N@<P© ¥4&"1AR= QL=K [S% ¥1OAL;@,9E= ©#PL=JF9D 1OAL;@©
1=L¥4+$AJEO9J= ¥4+,9E= ©$GG< '¥"9L9:9K=¥,G<=© ¥#F9:D=1=;MJ= GGL ->>
1L9JL¥4+ ¥,9E= ©$GG< '¥"9L9:9K=¥,G<=©

3.3: VirtualBox VM Provisioning (Server B - Ollama AI Engine)

Deploy a dedicated VM on VirtualBox using Command Line:

Õ 0MF AF !GEE9F< .JGEHL GF 1=JN=J  
N:GPE9F9?= ;J=9L=NE ¥¥F9E= ©$GG< '¥ '¥,G<=© ¥¥GKLQH= ©3:MFLM¤YW© ¥¥J=?AKL=J
N:GPE9F9?= EG<A>QNE ©$GG< '¥ '¥,G<=© ¥¥E=EGJQ [T\U ¥¥;HMK W ¥¥NJ9E TU[ ¥¥FA;T :JA<?=< ¥¥:JA<?=9<9HL=JT ©'FL=D #L@=JF=L !GFF=;LAGF©
N:GPE9F9?= ;J=9L=@< ¥¥>AD=F9E= ©!~È4+KÈ$GG< '¤ '}N<A© ¥¥KAR= YSSSS
N:GPE9F9?= KLGJ9?=;LD ©$GG< '¥ '¥,G<=© ¥¥F9E= ©1 2 !GFLJGDD=J© ¥¥9<< K9L9 ¥¥;GFLJGDD=J 'FL=D &!'
N:GPE9F9?= KLGJ9?=9LL9;@ ©$GG< '¥ '¥,G<=© ¥¥KLGJ9?=;LD ©1 2 !GFLJGDD=J© ¥¥HGJL S ¥¥<=NA;= S ¥¥LQH= @<< ¥¥E=<AME ©!~È4+KÈ$GG< '¤ '}N<A©
N:GPE9F9?= KL9JLNE ©$GG< '¥ '¥,G<=© ¥¥LQH= @=9<D=KK

4. Secure Authentication & SSH Exchange

Exchange SSH public keys to allow automated, passwordless container management across
nodes:

Õ T} %=F=J9L= 11& )=QK GF 51* !DA=FL
KK@¥C=Q?=F ¥L JK9 ¥: WS\Y ¥> ÛÇ}KK@ÇA<¤JK9¤>GG<9A ¥, ©©

Õ U} .MK@ )=Q LG "9L9:9K= 4+ ²1=JN=J ³
KK@¥;GHQ¥A< ¥A ÛÇ}KK@ÇA<¤JK9¤>GG<9A}HM: GH=J9LGJ×T\U}TY[}TVS}TZS

Õ V} .MK@ )=Q LG ' 4+ ²1=JN=J  ³
KK@¥;GHQ¥A< ¥A ÛÇ}KK@ÇA<¤JK9¤>GG<9A}HM: GH=J9LGJ×T\U}TY[}TVS}TYT



5. Multi-Node Docker Network & Configuration

To allow WSL, Hyper-V, and VirtualBox nodes to communicate, update the }=FN variables and
<G;C=J¥;GEHGK=}QED to use bridged network endpoints.

Step 5.1: Configure WSL Client }=FN

Update }=FN in the Streamlit workspace:

" ¤&-12¿T\U}TY[}TVS}TZS
" ¤31#0¿>GG<¤J=9<=J
" ¤. 11¿J=9<=J¤H9KK
..¤ 32&¤31#0¿>GG<¤9HH¤9ML@
..¤ 32&¤. 11¿9ML@¤H9KK

-** + ¤&-12¿@LLH~ÇÇT\U}TY[}TVS}TYT~TTWVW
1# 06,%¤&-12¿@LLH~ÇÇDG;9D@GKL~[S[S
8 6¤1#04#0¤&-12¿T\U}TY[}TVS}TZS

Step 5.2: Configure Ollama (VirtualBox Server B) Listening Port

Ensure the Ollama daemon inside VirtualBox binds to S}S}S}S (all interfaces):

Õ 11& AFLG 1=JN=J  ²T\U}TY[}TVS}TYT³
KM<G KQKL=E;LD =<AL GDD9E9}K=JNA;=

Õ << L@= =FNAJGFE=FL N9JA9:D=K~
´1=JNA;=µ
#FNAJGFE=FL¿©-** + ¤&-12¿S}S}S}S©

Õ 0=DG9< 9F< J=KL9JL K=JNA;=
KM<G KQKL=E;LD <9=EGF¥J=DG9<
KM<G KQKL=E;LD J=KL9JL GDD9E9

6. Zabbix Reconfiguration for Multi-Node SNMPv3 Telemetry

To monitor all distributed deployment environments securely:

Step 6.1: Deploy SNMPv3 Daemons

Install and configure SNMPv3 daemons on WSL, Hyper-V Database VM, and VirtualBox AI VM:

KM<G 9HL MH<9L= ÖÖ KM<G 9HL AFKL9DD ¥Q KFEH<

Edit Ç=L;ÇKFEHÇKFEH<};GF>:

Õ *AKL=F GF 9DD AFL=J>9;=K
9?=FL <<J=KK M<H~TYT

Õ !J=9L= K=;MJ= 1,+.NV 3K=J
;J=9L=3K=J K=;MJALQ3K=J 1& ©K=;MJALQ ML@.9KKOGJ<© #1 ©K=;MJALQ.JAN.9KKOGJ<©
JGMK=J K=;MJALQ3K=J 9ML@HJAN



Restart daemon:

KM<G KQKL=E;LD J=KL9JL KFEH<

Step 6.2: Configure Zabbix Server Dashboard (Web UI)

1. Open Zabbix in your browser at @LLH~ÇÇT\U}TY[}TVS}TZS~[S[T.
2. Navigate to Configuration > Hosts > Create Host.
3. Create three distinct hosts:

•  WSL-Workstation (IP: T\U}TY[}T}XS)
•  Database-Node (IP: T\U}TY[}TVS}TZS)
•  AI-Node (IP: T\U}TY[}TVS}TYT)

4. Add the SNMP Interface pointing to Port 161 for each host.
5. In the Security Tab, select SNMPv3, enter Username K=;MJALQ3K=J, select Auth

Protocol 1&  / K=;MJALQ ML@.9KKOGJ<, and Privacy Protocol #1 /
K=;MJALQ.JAN.9KKOGJ<.

6. Attach the pre-installed Local Food AI Telemetry Template.

7. Verifying Alert Channels

7.1: Microsoft Teams / Discord Alert Webhook

To verify Zabbix is communicating with Discord / Teams:

1. Trigger a test CPU threshold spike inside WSL:

Q=K Ã Ç<=NÇFMDD Ö KD==H TS   CADD9DD Q=K

2. Verify Zabbix triggers the alert and transmits the notification.
3. Check your designated channel for the incoming payload:

•  Expected Output: ´.0- *#+µ &A?@ !.3 3LADAR9LAGF "=L=;L=< GF 51*¥
5GJCKL9LAGF.

7.2: Password Reset Email (SMTP Gateway)

1. In the Streamlit UI Sidebar, select Reset Password.
2. Trigger a reset link for user !DAFA;A9F .
3. Check the inbox or SMTP system log (L9AD ¥> ÇN9JÇDG?ÇE9AD}DG? on Server A) to

verify outbound delivery.

8. Operator Post-Installation Checklist

Run these test cases to verify the installation:

TEST
CASE ID

ACTIONS TO
PERFORM

EXPECTED RESULTS STATUS



TC-OP-01 Search 'Cheese' on
Search Tab

10+ records returned in <0.04s. Listeria warning
flags on unpasteurized.

´ µ

TC-OP-02 Enter '1.5 cups' in
Plate Tab

Parsed and converted to metric grams based on
density index.

´ µ

TC-OP-03 Ask Chat: 'Can I eat
sushi?'

llama3.2:3b retrieves database context and flags
raw fish as forbidden for pregnancy.

´ µ

TC-OP-04 Trigger manual db
backup

Timestamped compressed .sql.gz created inside
backups/ folder.

´ µ

TC-OP-05 Terminate Ollama
Container

Zabbix PROBLEM active alert generated on
dashboard in < 30 seconds.

´ µ
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