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Infrastructure Stop & Start Operational
Procedures

This runbook outlines the exact sequence and commands to start, stop, and verify each
microservice in the Local Food Al environment.

1. Sequence Priority Rules

Due to database socket requirements and network bindings, services must be started and
stopped in the following order:
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2. Startup Procedures

Step 2.1: Start the Core MySQL Database

Verify that the database service is up and listening on port 3307:
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Step 2.2: Start Al Engine & SearXNG Search

Deploy the Al components:
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Step 2.3: Start Streamlit App and Nginx Gateway

Bring up the frontend web interface and reverse proxy:
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Step 2.4: Start Zabbix Monitoring Suite

Deploy the monitoring server and agents:
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3. Shutdown Procedures

To perform system maintenance or schema migration, stop services in reverse order to
prevent lockups:
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4. Status Verification Commands

Use these commands to verify container state and port bindings:
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